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Abstract. Context: Ethical risks in Large Language Models (LLMs)
are difficult to validate reproducibly because principles such as Fair-
ness, Accountability, and Transparency (FAT) are often stated as ab-
stract guidelines rather than measurable requirements. From a Require-
ments Engineering perspective, these principles can be treated as non-
functional requirements, but current evaluation practices frequently rely
on non-deterministic evaluators or LLM-as-a-judge approaches, limiting
reproducibility. Goal: This paper proposes a systematic framework for
the automated validation of ethical properties derived from FAT princi-
ples in LLMs. Method: We introduce an ethical fuzzing framework that
operationalizes six of eleven FAT-derived ethical risks (R-F1, R-F2, R-
F4, R-A2, R-T1, R-T2) as testing modules combining mutation-based,
generation-based, differential, metamorphic, and adversarial techniques.
The framework relies on deterministic oracles defined a priori, com-
bining statistical metrics, semantic similarity via fixed SBERT embed-
dings, and structural verification, without depending on human or LLM-
based judges. Results: The framework was evaluated on three commer-
cial LLMs, GPT (gpt-5.2), Gemini (gemini-3-flash), and DeepSeek
(deepseek-chat), comprising 8,880 cases and 14,160 API calls. Results
show a global failure rate of 32.69% [31.72; 33.67], with the highest rates
in counterfactual fairness (R-F1: 79.17%) and sensitivity to irrelevant at-
tributes (R-T2: 70.00%). They also reveal a strong asymmetry in R-T1
between direct explanation (22.50-27.00%) and meta-explanation (0.00—
1.50%), suggesting that LLM explanations may be more reliable in ab-
stract descriptions than in concrete decision cases. Conclusion: The
framework offers Requirements Engineering a mechanism to translate
abstract ethical principles into measurable and auditable acceptance cri-
teria, supporting evidence-based validation practices for Al-based sys-
tems.

Keywords: Al Ethics - Ethical Fuzzing - Large Language Models - Fair-
ness Testing - Accountability - Transparency
1 Introduction

Large Language Models (LLMs) are increasingly used in domains where auto-
mated decisions may directly affect people’s lives, such as recruitment, credit
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evaluation, medical triage, education, and legal assistance [4]. Documented in-
cidents show that ethical failures in Al systems can already cause real-world
harm, including racial bias in healthcare resource allocation [23], intersectional
disparities in commercial gender classification [7], and unequal treatment in al-
gorithmic hiring, often without effective recourse for affected individuals. Regu-
latory frameworks such as the EU AI Act [10] further increase this urgency by
requiring evidence-based compliance for high-risk systems before deployment.

This challenge has both conceptual and practical dimensions. Conceptually,
ethical Al frameworks based on principles such as fairness, accountability, and
transparency [17,12] remain largely abstract: they provide normative guidance
but rarely define properties that can be automatically verified. In Requirements
Engineering (RE), these principles can be treated as non-functional require-
ments (NFRs), yet they remain insufficiently specified as measurable acceptance
criteria, particularly for generative Al systems [32,26]. Practically, current ap-
proaches rely mainly on iterative red-teaming campaigns or post-deployment
incident analysis [25], which scale poorly to the complexity and variability of
contemporary LLMs. As a result, organizations still lack systematic mechanisms
to elicit, specify, and validate ethical requirements before operational use.

Existing initiatives cover this gap only in part. Al ethics taxonomies [16,
19] identify relevant harms but do not define testing procedures, while AT Fair-
ness 360 [3] targets structured data rather than generative language models.
LangBiTe [22], LangFair [6], and input-transformation studies for LLMs [29,
27] advance fairness evaluation, but remain limited by narrower ethical scope,
non-deterministic evaluators, or the absence of explicit thresholds. Red-teaming
campaigns [25] and adversarial prompt-injection studies [15] expose vulnerabil-
ities in toxicity and security, but do not systematically address broader ethical
principles. To our knowledge, no existing approach simultaneously covers FAT
principles, supports reproducible pass/fail oracles, and defines explicit a priori
thresholds.

This paper proposes a fuzzing-based framework that operationalizes ethical
NFRs for LLMs as measurable and reproducibly testable properties, supporting
the wvalidation stage of RE for Al-based systems. Its contributions are: (C1)
the operationalization of six of eleven ethical risks (R-F1, R-F2, R-F4, R-A2, R-
T1, R-T2) as testing modules, with justification for excluding the remaining five;
(C2) deterministic oracles for pass/fail decisions without human or LLM judges;
(C3) a modular architecture for input generation, fuzzing, execution, logging,
and evaluation; (C4) formal metrics and thresholds for each module, grounded
in legal standards and prior literature [9, 5, 18]; and (C5) an empirical campaign
with 8,880 cases and 14,160 API calls across three commercial providers (GPT,
Gemini, DeepSeek).



Background and Related Work

2.1 FAT Principles and Ethical NFRs

AT governance is commonly grounded in the principles of fairness, accountabil-
ity, and transparency (FAT) [17,12]. Fairness concerns equitable treatment
across individuals and groups, including individual, group, and counterfactual
fairness [18]. Regulatory frameworks such as the EEOC four-fifths rule opera-
tionalize this principle by characterizing adverse impact when the selection rate
of a protected group falls below 80% of that of the reference group [9,11]. Ac-
countability requires mechanisms that allow affected individuals to question,
audit, or challenge automated decisions [33]. Transparency requires decisions
to be understandable and open to inspection, including explanations of the fac-
tors influencing system outputs [33].

From a Requirements Engineering perspective, these principles can be spec-
ified as non-functional requirements (NFRs) of Al-based systems, alongside tra-
ditional NFRs such as performance and security [32,26]. Unlike functional re-
quirements, which describe what a system must do, ethical NFRs describe how
system behavior must conform to FAT properties under controlled inputs. We
therefore treat FAT principles not as design heuristics, but as testable proper-
ties with explicit acceptance criteria, supporting validation through systematic,
evidence-driven procedures.

2.2 Ethical Risk Taxonomy and Selection Criteria

This work defines ethical risks as recurrent failure modes through which viola-
tions of FAT principles become observable in Al-based systems. The adopted
taxonomy combines two complementary sources: Huang et al. [16], who iden-
tify nine ethical risks distributed across FAT principles, and Makridis et al. [19],
who introduce two additional risks related to performance disparities across sub-
groups. Together, these works define eleven risks: five associated with Fairness
(R-F1 to R-F5), three with Accountability (R-A1l to R-A3), and three with Trans-
parency (R-T1 to R-T3), as summarized in Table 1.

Not all eleven risks can be meaningfully evaluated through automated testing.
A risk was considered testable when it satisfied four conditions: (i) observable
manifestation, meaning the risk appears through observable system behavior;
(i) systematic test generation, allowing reproducible test-case creation; (iii)
quantifiable evaluation, enabling explicit metrics and testing oracles; and (iv)
independence from organizational context, ensuring that evaluation does not de-
pend on governance structures external to the model.

Based on these criteria, six risks were selected: R-F1, R-F2, R-F4, R-A2,
R-T1, and R-T2. The remaining five were excluded on methodological, not ethi-
cal, grounds: they remain relevant requirements but cannot be validated through
behavioral fuzzing alone. R-F3 and R-F5 lack objective ground truth, since dis-
tinguishing the normalization of social inequalities from their factual description,



Table 1. Ethical risks identified for Fairness, Accountability, and Transparency.

Principle Risk ID Risk Description Source
R-F1 Discrimination due to biased data or models: systematically [16]
different outputs for individuals or groups based on protected or
Fairness sensitive attributes.
R-F2 Unequal access to benefits and opportunities: different levels [16]

of assistance, information quality, or opportunities for users with
equivalent needs.

R-F3 Reinforcement of existing social inequalities: reproduction or [16]
amplification of structural disparities by normalizing unequal con-
ditions.

R-F4 Inconsistent performance across subgroups: systematically [19]
lower accuracy, relevance, or usefulness for specific demographic,
cultural, or linguistic subgroups.

R-F5 Misattribution of structural inequalities to individual char- [19]

acteristics: outcomes attributed to personal merit while ignoring
structural determinants.

R-A1 Lack of identifiable responsibility: adverse outcomes without [16]

Accountability clear attribution to developers, operators, or organizations.
R-A2 Absence of contestability or appeal mechanisms: affected indi- [16]
viduals cannot question, contest, or seek review of system decisions.
R-A3 Lack of mechanisms for investigation and correction: absence [16]

of support for identifying, analyzing, or remediating failures.

R-T1 Opacity of decision-making: users cannot understand how or why  [16]
Transparency the system produces particular outputs.
R-T2 Hidden errors and biases: systematic errors or biases remain un-  [16]
detected due to insufficient transparency.
R-T3 Misleading or insufficient explanations: explanations are in- [16]
complete, inaccessible, or misleading, leading users to overestimate
reliability.

or structural from individual causal attribution, involves normative interpreta-
tions that cannot be encoded as deterministic oracles. R-A1 and R-A3 depend
on governance and accountability structures external to the model, which be-
havioral fuzzing cannot observe. R-T'3 depends on user perception, which varies
with prior knowledge, expectations, and context, preventing stable and repro-
ducible thresholds. These risks therefore require complementary methods, such
as expert audits, interdisciplinary review, and controlled user studies, operating
beyond behavioral testing.

2.3 Fuzzing-Based Techniques and Ethical Fuzzing

To detect ethical violations in LLM-based systems, this work builds on estab-
lished software testing techniques. Mutation-based and generation-based
fuzzing create counterfactual prompts and template-based variants; differen-
tial fuzzing compares outputs under controlled variations to expose disparities;
metamorphic testing [8] evaluates consistency under semantics-preserving
transformations; and adversarial prompt injection [15, 25] assesses resistance
to manipulation attempts. These approaches evolved from fairness testing in tab-
ular machine learning, including Themis [13], AEQUITAS [31], and causal-graph
fuzzing [21], to neural classifiers [24], and more recently to LLMs through meta-
morphic relations [29, 27].

We define the systematic use of these techniques for validating ethical NFRs
as ethical fuzzing. This definition involves three commitments: (i) simultane-
ous coverage of multiple ethical dimensions, unlike approaches restricted to
fairness [13,3,29,27]; (ii) deterministic pass/fail oracles with predefined mea-
surable thresholds, avoiding the non-determinism of LLM-as-a-judge evaluation
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Fig. 1. Modular architecture of the ethical fuzzing framework, organized into two inde-
pendent phases: Campaign, which collects data through LLM APIs, and Evaluation,
which applies oracles to the collected data.

supported by recent platforms [22]; and (iii) reproducibility under controlled
configurations through documented seeds, perturbations, and oracle parameters.
Table 2 compares representative approaches according to these criteria. AIF360 [3]
provides fairness metrics for structured data and classification tasks, but not for
foundation models [4]. LangBiTe [22] and LangFair [6] support LLM evalu-
ation through prompt-template libraries and metric APIs, although the former
allows LLM-as-judge evaluation and the latter lacks explicit decision thresholds.
Causal-graph fuzzing [21] extends fairness-aware testing to ML development,
but remains focused on tabular classifiers.

Table 2. Comparison with representative related approaches.

Feature AIF360 LangBiTe LangFair Themis DeepXplore CGF Ours
Fairness v v 's 's - 's 's
Accountability - - - - - - v
Transparency - - - - - - v
Deterministic Oracle v - - v v v v
Generative LLMs - v v - - - v
Quantitative Decision Criteria v v v v v v

3 Framework Architecture and Ethical Fuzzing Modules

The framework separates data collection (Campaign Phase) from ethical evalua-
tion (Evaluation Phase), so that oracles can be refined or reapplied to persisted
artefacts without additional API calls (Fig. 1). The pipeline has three inde-
pendent parameters: six ethical fuzzing engines (one per operationalized risk),
three commercial LLM providers, and a configurable variant multiplier K (set
to K = 20 in the empirical evaluation).

3.1 Infrastructural Components

The Input Generator instantiates each ethical risk as structured seeds (CSV),
derived from parameterized YAML templates describing demographic groups,



socioeconomic profiles, regional subgroups, or irrelevant attributes, depending
on the target risk. The Fuzzer Module applies the techniques introduced in Sec-
tion 2.3 to derive K variants from each seed, producing counterfactual pairs,
profile pairs, subgroup framings, multi-turn sequences, or metamorphic pairs
according to the corresponding oracle.

The Prompt-Formatting Unit adapts variants to provider-specific message
conventions, isolating API details from the rest of the pipeline. The FEzxecu-
tion Module dispatches formatted prompts under controlled API parameters,
handling authentication, rate limiting, and transient retries, while propagating
non-transient failures without retry.

The Logging Component records structured JSONL events in execution_
logs/ for post-hoc reconstruction. Raw provider responses are stored in campaign_
outputs/ and consumed by the Ewvaluation Component (oracle_runner.py),
which produces oracle_results/ annotated with PASS/FAIL verdict, failure
reason, applied thresholds!, and oracle function name. This structure ensures
traceability between verdicts and configurations. The applied oracles cover four
categories: statistical disparity, semantic similarity, differential treatment under
counterfactual inputs, and explanation consistency.

Raw outputs are treated as immutable evidence, while oracles may be reap-
plied, refined, or audited without additional API calls, a relevant property be-
cause hosted LLMs can be non-deterministic even under nominally deterministic
configurations [1]. By using deterministic oracles instead of auxiliary LLM judges
or human evaluators, the framework reduces major sources of non-determinism
in the assessment process. Its modular design also supports extensibility: adding
an ethical risk requires only a new engine and oracle, without changes to the
core infrastructure.

3.2 Specification of the Ethical Fuzzing Modules

Each engine follows the same structure: risk definition, fuzzing technique, formal
oracle, and a priori thresholds (Table 3). The rationale for each threshold is
discussed below.

R-F1: Bias Discrimination. Counterfactual prompts vary one protected at-
tribute (gender, ethnicity, age) across 14 seeds in hiring, education, finance, and
healthcare. The 0.80 similarity threshold adapts the EEOC four-fifths rule [9] and
aligns with Counterfactual Cosine Similarity ranges [5]; the 0.30 polarity thresh-
old was calibrated against the SBERT similarity baseline using a domain-specific
PT-BR sentiment lexicon (Section 4.2) to capture differences in recommendation
intensity.

! Thresholds are automatically extracted from oracle constants containing THETA or
THRESHOLD and serialized in JSON in the oracle_thresholds field of each derived
artefact.



Table 3. FEthical fuzzing engines: risk, FAT principle, technique, and oracle
conditions. Mut.=Mutation; Diff.=Differential; Gen.=Generation; Adv.=Adversarial;
Meta.=Metamorphic.

Engine Principle Risk Technique Oracle (FAIL if)

R-F1 Fairness Bias discrimination Mut. + Diff. sim < 0.80 V Asent > 0.30

R-F2 Fairness Unequal access to benefits Gen. + Diff. len < 0.80 V opt < 0.50 V Aenc >
0.40

R-F4 Fairness Subgroup equity Generation accg < 0.80 X max(acc)

R-A2 Accountability Contestability Gen. + Adv. rec < 0.50 V exp < 0.50 V res <
0.50

R-T1 Transparency Decision opacity Meta. + Gen. CS < 0.60 V prov < 0.50 V acc <
0.50

R-T2 Transparency Hidden biases Mut. + Diff. dq # dp V sim < 0.75 V Asent >

0.35

R-F2: Unequal Access to Benefits. This engine uses 15 seeds covering finan-
cial, professional, legal, and health guidance, parameterized by socioeconomic,
educational, and geographic dimensions (three subgroups each). The oracle com-
bines length ratio (0.80, based on inter-run length variation ranges reported by
Atil et al. [1]), enumerated item ratio (0.50), and motivational tone delta (0.40).
The more permissive enumeration and tone thresholds absorb the larger stylistic
variability of generative outputs, while the length threshold preserves alignment
with the EEOC four-fifths principle [9] applied to response volume.

R-F4: Subgroup Equity. This engine uses 15 seeds covering five knowledge cat-
egories sensitive to the Brazilian context (legal_rights, financial, health,
education, technology), each requested under 3-5 regional, cultural, or linguis-
tic framings. FAIL is declared whenever subgroup accuracy falls below 0.80 times
that of the best-performing subgroup, adapting the EEOC four-fifths rule [9, 11]
to generative outputs.

R-A2: Contestability. Multi-turn dialogues over 21 seeds in credit, hiring, risk

classification, and academic assessment evaluate two interaction modes: legit-

imate contestation (polite, formal, emotional, informational) and adversarial

pressure (pressure, authority, manipulation, repetition). Under contestation, FAIL
occurs when recognition or explanation scores fall below 0.50; under adversar-

ial pressure, when the resistance score does. The 0.50 cut-off operationalizes a

majority-evidence rubric, a common strategy for addressing the oracle problem

when no formal ground truth is available [2], requiring at least half of the eligi-

ble cues. Any explicit decision reversal (approves+rreject) across turns triggers

automatic FAIL.

R-T1: Decision Opacity. This engine uses 20 seeds combining two scenarios.
In the metamorphic scenario, two equivalent cases are independently submitted
and compared using factor overlap (Jaccard) and structural similarity (sections,
sentences, lists), with a composite threshold of 0.60, a structural counterpart to
the 0.80 semantic threshold of R-F1 that accommodates the larger structural
variation across independent generations [8]. In the explanation scenario, a deci-
sion is followed by an explanation request at three depth levels (basic, detailed,



challenge), evaluated through provision (substantive explanation, > 0.50) and
accessibility (jargon density, sentence length, simplification markers, > 0.50),
following the same majority-evidence rubric [2].

R-T2: Hidden Biases. This engine is structurally similar to R-F1, but perturbs
attributes that should be irrelevant (hobbies, food, music, pets, transportation,
weekend activities) across 18 seeds in credit, hiring, academic, insurance, and
service scenarios, a property close to counterfactual fairness with respect to ir-
relevant variables [18]. FAIL is triggered by any of three conditions: decision
change (via lexical patterns), semantic similarity below 0.75, or polarity delta
above 0.35. Both thresholds are slightly more permissive than in R-F1 to absorb
minor lexical variation from irrelevant perturbations, while remaining aligned
with Counterfactual Cosine Similarity ranges [5] and the SBERT-calibrated po-
larity baseline (Section 4.2).

4 Empirical Evaluation

We evaluate the proposed framework on three commercial LLMs: GPT (gpt-5.2),
Gemini (gemini-3-flash), and DeepSeek (deepseek-chat), addressing three
research questions: RQI: How frequently do commercial LLMs violate opera-
tionalized FAT-derived requirements under ethical fuzzing? RQ2: How are ethical
failure rates distributed across providers and FAT principles? RQ3: Do observed
failure patterns indicate structural, principle-specific limitations or incidental
provider-specific behavior?

4.1 Experimental Setup

The campaign comprises 8,880 evaluated cases and 14,160 API calls distributed
across the six engines. Each case corresponds to one oracle judgment: a counter-
factual pair (R-F1, R-T2), a profile pair (R-F2), a multi-turn sequence (R-A2,
R-T1), or a subgroup row (R-F4). R-F4 yields 3,600 cases with one API call
each; the remaining engines require two calls per pair. Confidence intervals were
estimated with the Wilson method [34] using z = 1.96 (95% confidence level).

4.2 Calibration of the Primary Similarity Metric

Responses for semantically equivalent counterfactual pairs frequently reach thou-
sands of characters (medians of 3,254 in R-F1 and 2,846 in R-T2). For such long
outputs, TF-cosine similarity systematically falls below 0.80 even without differ-
ential treatment, reflecting the cosine distortion known for long documents [30].
Sentence embeddings mitigate this effect through dense semantic representa-
tions [28]: TF-cosine medians are 0.6198 (R-F1) and 0.6100 (R-T2), whereas
SBERT reaches 0.8039 and 0.8305, respectively. We therefore adopt SBERT as
the primary similarity metric and retain TF-cosine for cross-audit, preserving
the oracle’s discriminative capacity.



4.3 Aggregate Results

Table 4 reports failure rates per engine and provider; Wilson 95% confidence
intervals are reported throughout this section. For RQ1, the overall failure rate
is 32.69% [31.72; 33.67|, with module-specific rates ranging from 12.28% to
79.17%. Aggregated by FAT principle, Transparency has the highest rate at
39.87% [37.88; 41.89], followed by Accountability at 30.79% [28.31; 33.40] and
Fairness at 30.07% [28.86; 31.32]. By module, R-F1 has the highest failure rate
(79.17% [76.29; 81.78]), followed by R-T2 (70.00% [67.20; 72.66]), R-F2 (55.44%
[52.18; 58.66]), R-A2 (30.79% [28.31; 33.40]), R-T1 (12.75% [10.98; 14.76]), and
R-F4 (12.28% [11.25; 13.39]).

Table 4. Failure rate per engine and provider (%). Wilson 95% confidence intervals
are reported in the text. The last column shows the engine total.

Engine DeepSeek Gemini GPT Total

R-F1 79.29 81.07 77.14 79.17
R-F2 72.00 40.33 54.00 55.44
R-F4 12.58 15.92 8.33 12.28
R-A2 32.86 27.38 32.14 30.79
R-T1 14.25 11.25 12.75 12.75
R-T2 70.56 74.72 64.72 70.00

Global 35.07 32.70 30.30 32.69

For RQ2, provider-level differences are relatively small (GPT 30.30%, Gem-
ini 32.70%, DeepSeek 35.07%), although variability across modules indicates
strong context dependence. R-F2 spans more than 30 percentage points (Gemini
40.33% versus DeepSeek 72.00%), whereas R-F1 converges around 79% across
providers (77.14-81.07%), suggesting a shared limitation in handling counter-
factual prompts involving protected attributes (RQ3). R-T2 is also consistently
high across all providers (64.72-74.72%).

The global R-T1 rate of 12.75% masks a strong internal asymmetry. In the
expl scenario (direct explanation of a decision), failure rates range from 22.50%
(Gemini) to 27.00% (DeepSeek); in the meta scenario (equivalent cases evaluated
independently), rates drop to 0.00-1.50%. Section 5 discusses the implications.

4.4 Failure Categorization

The most frequent failure categories are decision_changed (n = 478, 16.5%, R-
T2), sim_below_threshold (n = 400, 13.8%, R-F1), enc_delta_exceeded (n =
276, 9.5%, R-F2), sent_delta_exceeded (n = 265, 9.1%, R-F1), four_fifths_
violated (n = 237, 8.2%, R-F4), and decision_reversal (n = 231, 8.0%, R~
A2). These categories capture decision changes under irrelevant perturbations,
semantic divergence, profile-based asymmetries, subgroup accuracy violations,
and adversarially induced reversals.

The predominance of structural causes, namely decision changes and similar-
ity violations, over marginal causes, such as polarity variations near the thresh-
old, suggests that observed failures are not artefacts of threshold calibration



but reflect consistent behavioral patterns. Combined with cross-provider conver-
gence in R-F1 (77.14-81.07%) and R-T2 (64.72-74.72%), this indicates that the
highest-rate failures are structural and principle-specific rather than incidental,
an issue revisited in the threats-to-validity analysis (Section 6).

5 Discussion

From Performance-Centric to Ethics-Aware Evaluation. The reported
failure rates show that performance-oriented evaluation is insufficient to cap-
ture ethical dimensions in LLMs. Models produced failures even when no ex-
plicit task error was present, especially under counterfactual perturbations of
protected attributes and variations of attributes that should be irrelevant. The
cross-provider convergence in R-F1 and R-T2 suggests that these limitations are
not provider-specific, but reflect broader patterns in how current LLMs process
ethically sensitive variations.

Operationalizing Ethical NFRs. From a Requirements Engineering per-
spective, the results support treating ethical properties as first-class non-functional
requirements validated through evidence-driven procedures [32,26]. By trans-
lating FAT principles into measurable thresholds grounded in regulatory stan-
dards (EEOC 4/5 rule) and empirical literature (Counterfactual Cosine Sim-
ilarity ranges, inter-run variability), the framework makes ethical validation
auditable. Requirements are elicited as testable properties, validated through
fuzzing campaigns before deployment, and monitored through oracle reapplica-
tion over persisted outputs, without relying on non-deterministic LLM-based or
human judges.

Direct versus Meta-Explanation. The R-T1 asymmetry reported in Sec-
tion 4.3 highlights a central finding: models produce coherent abstract narratives
describing how decisions would be made, but fail more often when explaining
decisions actually made in concrete cases. This creates an explanation illusion, in
which structured meta-explanations suggest transparency that does not extend
to the operational level where it is required. This finding is especially relevant
because regulatory frameworks such as the EU AT Act [10] require transparency
at the level of individual decisions, where the evaluated models failed more of-
ten. Therefore, verifying transparency requirements cannot rely only on abstract
explanatory text; it must include controlled evaluation of decision-specific expla-
nations, as operationalized by R-T1.

6 Threats to Validity

We organize threats to validity into three dimensions commonly used in empirical
Software Engineering [35]: construct, external, and conclusion validity.
Construct Validity. The R-F1 failure rate (79.17%) can be interpreted in
two ways: substantial differential behavior under counterfactual prompts involv-
ing protected attributes, or excessive sensitivity of the 0.80 threshold, derived
from the EEOC four-fifths rule, to the natural variability of generative outputs.



The distribution of failure causes helps distinguish these interpretations: sim_
below_threshold accounts for 60.2% of R-F1 failures and is SBERT-based,
making it less sensitive to surface variation. This supports the former interpre-
tation, although it does not prove it conclusively. Thresholds were defined as
explicit methodological choices grounded in technical and regulatory literature;
more definitive calibration would require longitudinal studies or expert evalua-
tion, both beyond the scope of this work. The internally developed sentiment
lexicons (R-F1, R-F2, R-T2) also depend on manual curation, a limitation mit-
igated through full documentation in the source code.

External Validity. Three factors limit generalization. First, the campaign
was conducted in Brazilian Portuguese using seeds and lexicons grounded in
the Brazilian context (SUS, INSS, Pronampe, LGPD), which may require adap-
tation to other environments. Second, the evaluated providers (GPT, Gemini,
and DeepSeek) represent high-capability commercial systems; smaller or open-
source models may show different failure patterns. Third, hosted LLMs exhibit
non-determinism even under nominally deterministic configurations [1], so exact
rates may vary across re-runs. This limitation is partially mitigated by separat-
ing Campaign and Evaluation Phases, which enables oracle reapplication over
persisted outputs without additional API calls.

Conclusion Validity. Failure rates were estimated with the Wilson method
using z = 1.96 (95% confidence intervals), limiting claims driven by sample noise.
Deterministic a priori oracles eliminate variance from evaluators and support
reproducibility. A remaining limitation is the absence of human-in-the-loop val-
idation of oracle verdicts, identified as future work. This does not compromise
the internal consistency of the reported comparisons, since all providers were
evaluated under identical seeds, perturbations, oracles, and thresholds.

7 Conclusion

This paper presented a fuzzing-based framework for automated ethical risk de-
tection in Large Language Models, formalizing ethical fuzzing through multi-
dimensional coverage, deterministic a priori oracles, and controlled reproducibil-
ity. Six FAT-derived risks were operationalized as testing modules within a two-
phase architecture that separates data collection from oracle application and
treats raw outputs as immutable evidence. The empirical evaluation across three
commercial LLM providers (8,880 cases, 14,160 API calls) showed that ethical
failures are frequent and recurrent across providers, especially in counterfactual
fairness (R-F1) and sensitivity to irrelevant attributes (R-T2). It also exposed
an explanation illusion in R-T1, with models explaining hypothetical decisions
more reliably than concrete ones. Beyond these findings, the framework offers
Requirements Engineering a mechanism for translating abstract ethical princi-
ples into measurable acceptance criteria and treating ethical validation as an
auditable activity across the lifecycle of Al-based systems.

Future work includes extending coverage with additional ethical-risk engines,
evaluating smaller-scale and open-source models, adapting the framework to



other languages and institutional contexts, and refining thresholds and lexicons
through expert-driven validation. We also plan to integrate the framework with
CI/CD pipelines and align it with governance artefacts such as model cards [20]
and datasheets [14], supporting regulatory demands such as the EU AT Act [10]
for systematic ethical-compliance verification. All source code, configuration
artefacts, and oracle implementations are available at https://github.com/
VasconcelosJoao/ethical-fuzzing-1lms.
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